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The rise of TikTok as a dominant social commerce platform has transformed online consumer
behavior, leveraging algorithm-driven engagement and interactive features such as influencer
marketing and live-stream shopping. This study aims to conduct a bibliometric and meta-analysis of
existing research on data privacy concerns and consumer purchase behavior in TikTok social
commerce. It seeks to identify key research trends, examine theoretical frameworks, and assess the
relationship between privacy concerns, trust, and purchase decisions. A systematic bibliometric
analysis was conducted using databases such as Web of Science, Scopus, Google Scholar, and IEEE
Xplore. Citation analysis, keyword co-occurrence, and co-citation networks were examined. A meta-
analysis of empirical studies was performed to measure the effect sizes of privacy concerns on
consumer trust and purchase behavior. The study finds that privacy concerns significantly affect
consumer trust, which in turn mediates purchase decisions. Algorithmic transparency and ethical
marketing strategies enhance consumer confidence. Research trends indicate increasing scholarly
interest in regulatory compliance and AI-driven personalization in TikTok commerce. This study
provides a comprehensive synthesis of existing literature, integrating Privacy Calculus Theory, Social
Exchange Theory, and Social Commerce Engagement Theory. It offers practical insights for platform
developers, regulators, and marketers to enhance consumer trust while ensuring ethical data practices
in TikTok social commerce.

Keywords: TikTok Social Commerce, Data Privacy Concerns, Consumer Trust, Purchase Decision-
Making, Algorithmic Transparency.

INTRODUCTION

TikTok is now a leading social commerce giant globally that integrates entertainment and e-commerce to
offer a highly interactive shopping experience. As compared to standard e-commerce platforms that depend on
product descriptions and reviews, TikTok uses influencer marketing, live streaming, and short videos to fuel
consumer engagement (Siagian, Martiwi, & Indra, 2020). The algorithm of the platform makes recommendations
based on the preference of consumers, increasing product visibility and encouraging impulsive purchases
(Yoesoep, 2022). This evolution from traditional e-commerce to social commerce is marked by the interactive
nature of user interaction, where consumers not only view products but also comment, review, and interact with
brands and influencers in real time (Nur, Rabbiana, Diba, & Fitroh, 2023). Inconvenience or distraction with in-
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app buying options and affiliate marketing also justifies the validity of TikTok's influence on current consumer
behavior.

Social commerce is different from traditional e-commerce in the sense that it is founded on the philosophy of
social interaction, participation in the sense of community, and transparency of content through algorithms
(Baird, 2023). Traditional e-commerce websites are keyword-based marketplaces, where customers look for
products based on keywords and product categorization. Social commerce websites like TikTok, however, are
algorithm-based recommendation websites, which display products based on behavior signals, user interaction,
and activity levels (Thesia & Aruan, 2023). The new format offers personalized shopping experience but has
serious data privacy and security implications. Data collection and processing are required in order to improve the
recommendation algorithm of TikTok, but customers are likely to remain unaware of the level of data
consumption (Anel, Català, Serra, & Domenech, 2022). Growing awareness in terms of surveillance of data,
targeted advertising, and likely breaches of data has caused increasing levels of suspicion in terms of protection of
personal data on social commerce websites.

Data privacy problems in e-commerce are emerging as a major driver of consumer trust in online platforms
(Aldaaja et al., 2025). Consumers are more and more concerned with the way their web browsing history,
purchases, and personal data are utilized to inform targeted advertising and predictive models (Tan & Tai, 2024).
Ambiguity regarding data collection policy and third-party data sharing also generates user concerns, deterring
social commerce behavior (Saktiawan, Permatasari, & Wulandari, 2023). These concerns are particularly relevant
to the case of TikTok commerce, where algorithmic decision-making is opaque and users are not certain about
data protection measures (Widodo, 2024). Trust is an important predictor of consumer decisions, and beliefs
about poor data protection can be a very salient driver of purchase intention (Kim, Lopez, & Drayer, 2023).

Knowledge about how consumer purchase decisions on TikTok are influenced by data privacy issues is
significant for researchers as well as practitioners. While the platform is developing further commercial value, the
fundamental threats related to data security pose a challenge to users as well as companies (Sohn & Ko, 2021).

The rapid development of TikTok as a social commerce app is generating sensitive questions about privacy
and data security. As businesses are using TikTok for marketing and selling increasingly, consumers today are
better aware of data collection habits, algorithmic transparency, and privacy threats (Duggan, 2022). Algorithmic
transparency is the extent to which users understand how the algorithms collect, process, and exploit their data in
order to customize content and recommendations (Song, Ruan, & Jeon, 2021). Transparency in algorithmic
decision-making in the TikTok social commerce example leads to trust among consumers and the capacity to
combat privacy issues. Social commerce, being an aspect of e-commerce, incorporates social media functions like
peer-to-peer communication, influencer marketing, and user-generated content to make online purchases (Cagno,
Accordini, Neri, Negri, & Macchi, 2024). Social commerce differs from traditional e-commerce as it utilizes
engagement-based algorithms to improve shopping experiences and impact consumer decision-making. The
algorithmic model of engagement of the platform, though efficient in enriching user experience, tends to be vague
about data usage policies, thus creating issues of unauthorized sharing of data and information breaches
(Schmeckpeper et al., 2021). The real-time business on TikTok, driven by user interaction and user-generated
content, only makes things more difficult for the data privacy ecosystem. Customers are at, the same time
revealing their digital trail to an invincible data world when they engage with businesses through live shopping
experiences, interactive content, and influencer endorsements (Thesia & Aruan, 2023).

Consumers' growing sensitivity to issues of data privacy has a bearing on their trust and participation in
TikTok business. Research indicates that perceived threat concerning exposure of personal data is likely to impact
purchase intentions greatly, resulting in reluctance to be involved in platform-based transactions (Cagno et al.,
2024). As TikTok offers such an immersive buying experience, anxieties regarding tracking data, customized
advertising, and third-party sharing of data are still shaping shopper behavior (Song et al., 2021). Since there is
inadequate research on data privacy issues influencing consumer choice against the backdrop of TikTok trade,
there remains a critical area in the extant literature that needs to be addressed (Jaloliddin, 2023).

While earlier research has studied privacy issues in e-commerce in general, few have directly considered how
these issues impact buying behavior in TikTok's algorithm-based model of e-commerce (Mbete & Tanamal, 2020).
There is a requirement for a bibliometric and meta-analytical study to critically examine the prevailing studies’
trends, extract major themes, and gain insight into the changing paradigm of data privacy in social commerce
(Mlambo et al., 2024). The absence of a systematic literature review on TikTok privacy issues constrains the
formulation of effective strategies to increase consumer trust. Some of the major concerns are data harvesting,
algorithmic transparency, cross-border data transfers, and children's data protection. Resolution of these issues
through research-based policies can reduce privacy risks and increase trust in TikTok social commerce.

This research seeks to perform a bibliometric and meta-analysis of research trends on consumer purchase
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decision-making and data privacy issues in TikTok social commerce. Through the aggregation of extant literature,
the research will find important research trends within the field, determine the effect of TikTok's communicative
and interactive attributes on consumer purchase decisions, and investigate the effect of data privacy issues on
consumer trust and participation. In addition, the research will analyze the theoretical frameworks and methods
used in earlier studies to provide a basis for further research in this field. The specific objectives of the study are:

1. To identify key research trends on data privacy concerns and consumer behavior in TikTok social
commerce.

2. To analyze how TikTok’s communicative and interactive features influence consumer purchase decisions.

3. To assess the impact of data privacy concerns on consumer trust, engagement, and purchase intention in
TikTok commerce.

The research contributes to the academic body of work by broadening research on data privacy threats, social
commerce, and consumer trust. Through combining insights from Privacy Calculus Theory, Social Exchange
Theory, and Social Commerce Engagement Theory, it offers a meta-analytical view of how privacy issues affect
purchase behavior. Practically, the research provides insights for brands, regulators, and platform developers on
how to build consumer trust in commerce on TikTok while maintaining data privacy compliance. The results also
support policymakers in developing more efficient privacy rules for social commerce platforms, driving a safer
and more open digital marketplace.

LITERATURE REVIEW

Social Commerce and the Role of TikTok

Social commerce has transformed online buying by integrating social interaction with e-commerce
functionality, hence differing from traditional e-commerce that is largely based on structured marketplaces and
individual consumer searches (Wang & Feng, 2022). Unlike traditional platforms like eBay and Amazon, where
buyers scout products themselves, social commerce platforms like TikTok use algorithmic interaction to create
product discovery based on social interaction, influencer promotion, and user-generated content (Rizqy
Syailendra & Fasawwa Putri, 2023). Such a format allows an active consumer interaction with time-responsive
engagement-driven purchase decisions based on real-time engagement, social peer-to-peer conversation, and
tailored exposure to content (Pollák, Markovič, Vavrek, & Konečný, 2022). Social commerce by TikTok is
supported mostly by short videos, live streaming, and interactive shopping and is a highly robust platform for
consumers and brands alike. Live shopping events, for instance, enable immediate seller-buyer interaction,
establishing trust and impulse purchasing.

TikTok's algorithmic content recommendation further adds to the effectiveness of social commerce through
the production of customized shopping experiences that match user behavior, interaction patterns, and interests
(Virgananda, Budi, Kamrozi, & Suryono, 2023). The ability of the platform to decipher consumer interactions
allows for product placement that is very specific, thereby creating greater conversion possibilities (Thesia &
Aruan, 2023). Consumer-generated content like product reviews, unboxing, and testimonial content also
enhances consumer trust and engagement (Behnam, Hollebeek, Clark, & Farabi, 2021). The record-breaking scale
of the collection and utilization of consumer information for the sake of product suggestions and ad targeting has
brought escalating concern regarding data privacy and algorithmic transparency (Du, 2024). Since consumer
activities in TikTok commerce are extensively tracked and analyzed, data tracking ethicality and risk from third-
party data exchange becomes an issue (Tandy & Sari, 2023). These are serious problems that affect consumer
behavior because issues of privacy have a significant influence on trust and the willingness to participate in social
commerce transactions.

Data Privacy Concerns in Social Commerce

E-commerce data privacy issues have also emerged as a pressing concern, especially for sites such as TikTok
that are built on huge data gathering to maximize user interaction (Chen et al., 2024). Consumer trust and
behavior concerns include data monitoring, algorithmic transparency, and the protection of individual data in
social commerce (Wistedt, 2024). TikTok's capacity to store and process large amounts of user information, such
as browsing history, usage patterns, and purchasing behavior, has created ethical and regulatory issues over data
privacy and consumer protection (Sulistyowati, 2024). Customers are becoming more concerned about data use,
particularly in personalized advertising, in which ads are generated on the basis of user behavior without express
consent (Al-Ramahi, Odeh, Alrabie, & Qozmar, 2022). The obscurity of rules regarding data gathering and
dissemination contributes to skepticism and can prevent users from actively engaging in TikTok's business world.
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(Virgananda et al., 2023). In addition, charges of algorithmic bias, whereby certain content is inappropriately
favored by as-yet-unspecified parameters, also lead to consumer distrust (Grimmelikhuijsen, 2023).

Regulatory frameworks for social commerce vary by location, with nations implementing data protection laws
to safeguard consumer personal data (Wistedt, 2024). GDPR in the EU has strict data collection regulations,
requiring consumer consent and transparency in data management (Tandy & Sari, 2023). Similarly, China's
Personal Information Protection Law (PIPL) restricts the handling of consumer data by platforms such as TikTok
on the basis of data localization and consumer rights (Thesia & Aruan, 2023). In the United States, legislation
such as the California Consumer Privacy Act (CCPA) gives consumers control over personal data, for example, to
opt out of data sales practices (Behnam et al., 2021). These laws impact TikTok's social commerce operations with
the need to comply with shifting privacy standards in a balance between personalized advertising and consumer
confidence (Virgananda et al., 2023).

The rise of social commerce websites has made privacy management essential to customer involvement and
trust. Past research has shown that perceived risks through data security are the drivers of buying behavior, with
consumers being less likely to make purchases where they believe their personal data is at risk of being misused
(Skwara, 2023). In addition, data breaches and misuse of personal information incidents have been the subject of
controversy regarding whether more stringent data privacy legislation is required for online businesses
(Subramaniam, Palakeel, Arunmozhi, Sridharan, & Marimuthu, 2024). Being an immensely interactive and
algorithmic site, TikTok is under growing scrutiny as regards its data privacy practice, and it is thus necessary that
companies using its site take active measures to curb these issues (Siradhana & Arora, 2024). Lacking sufficient
transparency regarding data use and security measures, consumer distrust can limit the expansion of TikTok's
social commerce ecosystem, impacting user interaction and platform credibility in the future (Anggraeny, Verdi,
Dewita, & Prawira, 2024). As more dependence is placed on consumer data in creating better social commerce
experiences, a greater understanding of privacy issues and how they impact consumer trust is necessary to
promote sound digital commerce habits.

Consumer Purchase Decision-Making in TikTok Social Commerce

Consumer buying behavior on TikTok social commerce is driven by some of the key drivers like trust,
perceived risk, and credibility of the site (Siagian et al., 2020). Trust is an elementary dimension of consumer
behavior as consumers will go ahead with a transaction if they believe that the site is credible and safe (Valdés,
2024). Studies have established that customer reviews, influencer reviews, and peer endorsements are most
commonly utilized by social commerce consumers to reduce uncertainty and confirm purchase intentions
(Yoesoep, 2022). Influencers are unique opinion leaders who drive consumer decision-making, leveraging their
authenticity and credibility to induce purchases (Song et al., 2021). In addition, TikTok's algorithmic content
presentation enables customers to constantly engage with products of interest to them, hence impulsive
purchasing is likely to take place (Langer & König, 2023). The potential to interact with brands via live shopping
experiences, Q&A, and interactive features also builds consumer trust, providing a sense of community-based
commerce (Setyadi, Helmi, & Santoso, 2024).

However, privacy and data security concerns have a significant influence on consumer purchasing behavior
because users may not want to provide personal information or pay if they perceive that the platform is not
transparent (Schmeckpeper et al., 2021). The relationship between consumer trust and perceived risk suggests
that brands and platform operators must implement transparent and ethical data practices to maintain credibility
(Chokpitakkul, Anantachart, & Hamilton, 2020). In addition, algorithmic content contribution to buying behavior
also creates problems of digital persuasion and to what extent consumer choice should be shaped by tailored
suggestions (Mbete & Tanamal, 2020). With more social commerce dependent on customized marketing, it is also
necessary to chart how privacy is connected with consumer decision-making, both in theoretical studies and
business applications (M. Wu, Andreev, Benyoucef, & Hood, 2024). Solving these problems can help develop
consumer trust, which leads to more stable involvement in TikTok business.

Theoretical Foundations in Previous Research

Several theoretical frameworks have been employed in existing work to investigate data privacy issues and
consumer behavior on social commerce, with Technology Acceptance Model (TAM) being one of the most
prevalent approaches (Sharabati et al., 2024). TAM describes how consumers' perceived convenience and use
value account for adoption of digital platforms, and therefore is even more suitable in describing TikTok's
function as a social commerce platform (Baird, 2023). Privacy Calculus Theory then extends this model by
exploring how consumers balance perceived benefits against privacy threats in online purchasing behavior (Tang
& Ning, 2023). Customers will provide personal data, the theory states, when they feel that the benefits, including
recommendations and convenience that are personalized and convenience, outweigh privacy issues (Habenstein,
2021).
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Social Exchange Theory also fits when studying consumer behavior on TikTok business as it is focused on
trust and reciprocity roles to forge social interaction as well as transactional relations (Chuah, Tseng, Wu, &
Cheng, 2021). Social commerce sees customers shopping under the theory as they feel like they are getting
something back with products on discounts, unique content, or a feeling of membership through participating
with communities (Zamil, Adwan, & Areiqat, 2021). Moreover, Information Processing Theory has also been
utilized to investigate the manner in which consumers process and evaluate information on social commerce
websites, where opinions from peers, reputations of influencers, and recommendations by algorithms exert
greatest effects on choice-making (Wickens & Carswell, 2021). With the integration of these theory models,
previous research (Widodo, 2024) has developed an integrated framework for how data privacy concerns affect
consumer engagement and trust in TikTok social commerce and determined the central role of ethical and open
data practices in promoting long-term consumer trust. Table 1 summarizes key theoretical models relevant to
understanding consumer behavior in TikTok social commerce. The models explain factors such as technology
adoption (TAM), risk-benefit trade-offs in privacy decisions (Privacy Calculus Theory), trust in social exchanges
(Social Exchange Theory), information processing in purchase decisions (Information Processing Theory), and
the role of social interactions in e-commerce (Social Commerce Engagement Theory). These frameworks
collectively provide insights into how privacy concerns, trust, and engagement influence consumer decision-
making on TikTok.

Table 1. Summary of Theoretical Models Used in Previous Studies
Theoretical Model Description Relevance to Study

Technology Acceptance
Model (TAM)

Explains how perceived usefulness and
ease of use influence technology adoption.

Helps understand consumer adoption of
TikTok social commerce despite privacy
concerns.

Privacy Calculus Theory
Suggests that consumers weigh perceived
risks and benefits before disclosing
personal information online.

Explains how users balance privacy risks with
the benefits of personalized recommendations
and influencer engagement.

Social Exchange Theory
Proposes that social interactions are based
on cost-benefit analysis, where trust plays
a key role.

Examines how trust mediates the relationship
between privacy concerns and consumer
engagement in TikTok commerce.

Information Processing
Theory

Focuses on how individuals process
information, particularly in decision-
making contexts.

Explains the role of algorithm-driven content,
influencer credibility, and user-generated
reviews in shaping purchase decisions.

Social Commerce
Engagement Theory

Highlights the role of social interactions,
user-generated content, and technological
affordances in e-commerce.

Helps analyze how TikTok’s interactive
features drive engagement while influencing
consumer trust and privacy perceptions.

METHODOLOGY

Research Design

The present research uses bibliometric analysis and meta-analysis methods to study systematically trends in
data privacy issues and consumer purchasing decision-making research on TikTok social commerce. Bibliometric
analysis is used mostly in trend research because it facilitates a systematic assessment of citation counts, keyword
co-occurrence, and co-authorship relations in a research area (Leong, Hew, Ooi, Hajli, & Tan, 2024). This
approach assists in the identification of the most cited studies, authors, and journals, with a systematic
presentation of how research interest in data privacy and social commerce on TikTok has developed over time
(Baird, 2023). The meta-analysis element helps bibliometric analysis via the convergence of empirical evidence
across various studies to facilitate quantitative assessment of consumer trust and purchase intention effect from
privacy concerns (Egorova & Koroleva, 2020). One of the most important reasons for employing these approaches
is the fragmentation of the current literature, such that it is challenging to identify broad trends when separate
research looks at various aspects of consumer behavior and data privacy separately (Skwara, 2023). Using
bibliometric and meta-analytical methods, the current research seeks to close this gap and offer a broad outlook
on the influence of consumers' privacy concerns on their purchasing behavior on TikTok.

Tor ensure strict methodology, firm inclusion and exclusion criteria were established for article selection. The
inclusion criteria were peer-reviewed articles of journals, conference papers, and quality research papers of the
period between 2016 and 2024 that explicitly discussed the social commerce platform of TikTok, data privacy
concerns, and consumers' decisions (Anggraeny et al., 2024). Exclusion was studies that only focused on total
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social media commerce and did not yield insights particular to TikTok (Matosas-López, 2024). Empirical studies
or systematic reviews of literature were included, but editorials, opinion pieces, and non-scholarly publications
were excluded to maintain the study at a scholarly level (Lim, Rasul, Kumar, & Ala, 2022). The selection process
followed Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) guidelines to allow for
an open and transparent process of filtering as well as analysis of the relevant studies (Sarkis-Onofre, Catalá-
López, Aromataris, & Lockwood, 2021). Table 2 outlines the data sources, search keywords, and
inclusion/exclusion criteria for the study. Peer-reviewed journals, conference papers, and high-impact studies
from databases like Web of Science, Scopus, and Google Scholar were prioritized, focusing on TikTok social
commerce, data privacy, and consumer behavior. Non-academic sources, non-English articles, and studies
unrelated to TikTok or social commerce were excluded to ensure research relevance and quality.

Table 2. Data Sources and Inclusion Criteria
Data Source Search Keywords Inclusion Criteria Exclusion Criteria

Web of Science

"TikTok social commerce," "data
privacy concerns in social media
commerce," "consumer purchase
decision in TikTok," "privacy risks
and online trust in TikTok"

Peer-reviewed journal articles
and conference papers, studies
published between 2016 and
2024, studies focused on data
privacy, trust, and consumer
behavior in TikTok social
commerce

Non-English articles,
studies unrelated to
TikTok or social
commerce, opinion
pieces, and non-peer-
reviewed sources

Scopus

"TikTok social commerce," "data
privacy concerns in social media
commerce," "consumer purchase
decision in TikTok," "privacy risks
and online trust in TikTok"

Empirical and theoretical
studies, high-impact journal
publications, studies employing
quantitative, qualitative, and
bibliometric methods

Duplicate records,
studies on general social
media commerce
without TikTok-specific
analysis

Google Scholar

"TikTok social commerce," "data
privacy concerns in social media
commerce," "consumer purchase
decision in TikTok," "privacy risks
and online trust in TikTok"

Studies with high citation counts,
research discussing algorithmic
transparency and influencer
marketing in TikTok commerce

Non-academic sources,
blog posts, non-
scholarly reports

IEEE Xplore

"TikTok social commerce," "data
privacy concerns in social media
commerce," "consumer purchase
decision in TikTok," "privacy risks
and online trust in TikTok"

Technical studies on AI-driven
personalization, privacy-
enhancing technologies, and data
security in TikTok commerce

Studies unrelated to
social commerce or
consumer behavior

ProQuest

"TikTok social commerce," "data
privacy concerns in social media
commerce," "consumer purchase
decision in TikTok," "privacy risks
and online trust in TikTok"

Dissertations and theses
discussing privacy risks, user
behavior, and digital marketing
in TikTok commerce

Studies not focusing on
consumer trust or
privacy concerns

PubMed

"TikTok social commerce," "data
privacy concerns in social media
commerce," "consumer purchase
decision in TikTok," "privacy risks
and online trust in TikTok"

Studies on the psychological and
behavioral aspects of privacy
concerns in social media
commerce

Articles related to
medical privacy or
health informatics

Data Collection and Sources

Data collection was conducted in various research databases such as Web of Science, Scopus, Google Scholar,
IEEE Xplore, ProQuest, and PubMed to achieve comprehensive coverage of interdisciplinary studies of TikTok
social commerce and data privacy (Thesia & Aruan, 2023). Use of multiple databases assisted in avoiding
publication bias as well as access to varied studies from business, technology, and consumer behavior fields (Shen,
Tan, Guo, Zhao, & Qin, 2021). A systematic keyword searching strategy was used using keywords like "TikTok
social commerce," "data privacy issues in social commerce of social media," "purchase decision of consumers in
TikTok," and "trust online and privacy issues in TikTok" to obtain appropriate literature (Widodo, 2024). Boolean
operators (AND, OR) and wildcards were utilized to narrow the search outcomes and maximize the retrieval of
pertinent studies (Scells, Zuccon, & Koopman, 2021). The duplicate records were eliminated, and articles were
filtered through titles, abstracts, and full texts to fulfill the study objectives.

Data Analysis Techniques
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Through the application of bibliometric methods like citation analysis, keyword co-occurrence mapping, and
co-citation network analysis to determine dominant research themes and academic networks for the problem
(Leong et al., 2024). Citation analysis established foundational cited publications and authors to cite foundational
publications that inform scholarly discourse of TikTok business and data privacy (Anggraeny et al., 2024).
Keyword co-occurrence was used to create maps of areas of research likely to emerge and their inter-linkedness,
delivering an idea of key issues from literature. The co-citation network was utilized to visually depict
collaborative scholarly efforts and teamwork, illustrating the progression of knowledge within the given context
(Hoque, Rasiah, Furuoka, & Kumar, 2021). These bibliometric analyses were performed through computer
software like VOSviewer and Bibliometrix for an efficient analytical process of visualizing research progress.

Statistical integration of the quantitative research evidence on the effect of privacy concerns regarding data
on TikTok on consumer buying behavior was conducted using meta-analysis. This entailed the estimation of the
effect size to quantify the magnitude of the effect of privacy concerns on trust, engagement, and buying intention
(M. Wu et al., 2024). Hedges' g and Cohen's d served as size estimates in standardizing as well as ensuring
equivalence of comparison across various sample sizes and studies (Chaokromthong & Sintao, 2021). The Q
statistic and I² index tests were applied to estimate heterogeneity to gauge variability across studies in order to
obtain firmness in conclusions obtained for meta-analyses (de Oliveira Santini et al., 2020). Sensitivity analysis
was also done to determine probable biases and validate the robustness of results such that synthesized outcomes
were reliable. The meta-analysis was conducted through a systematic data extraction process, wherein significant
studies were coded for sample size, measures of effect size, methodology of research, and key findings for data
privacy issues and consumer purchase behavior. The quality of the included studies was independently evaluated
using the Joanna Briggs Institute (JBI) critical appraisal tool by two reviewers to ensure methodological quality
and reduce bias. Incompletely reported studies or those with a high risk of bias were excluded through discussion
and consensus. Funnel plots and Egger's regression test were used to assess publication bias in order to detect
asymmetries in effect sizes. Sensitivity analyses were conducted to examine the stability of results by
systematically excluding low-quality studies and remeasuring effect sizes.

By using the application of bibliometric analysis and meta-analysis, this present research presents an
enhanced insight into research patterns, theory development, and empirical evidence on privacy issues regarding
data and consumer purchase decisions in TikTok social commerce. Integrating these approaches, both macro-
level academic contribution summary and micro-level statistical compilation of consumer behavior patterns
regarding privacy issues are presented, finally aiding the overall digital commerce and online consumer trust
discussion (Shen et al., 2021).

RESULTS

Trends in Research on TikTok Social Commerce and Data Privacy

Bibliometric analysis showed an increasing trend in research publications of TikTok social commerce and
data privacy issues over the last ten years, especially from 2019 when TikTok saw exponential growth worldwide.
In the earlier periods, academic interest in social commerce was mainly concentrated on platforms such as
Facebook, Instagram, and WeChat (Rizqy Syailendra & Fasawwa Putri, 2023). Yet, the rising consumer activity on
TikTok and its transition to e-commerce behavior have created a boom in studies that explore the intersection of
privacy issues and consumer behavior (Sriviboon, Bousri, & Santaweesuk, 2024). Figure 1 illustrates the
increasing trend in publications on the topic from 2016 to 2024. The number of studies has grown significantly,
with a sharp rise from 2020 onwards, reflecting growing academic interest. The peak in 2024 suggests sustained
research momentum in this area. The quantity of studies has increased consistently, beginning with 18 in 2016
and 25 in 2017. The interest in research continued to widen, reaching 34 in 2018 and 50 in 2019. A major boom
started in 2020, with 78 publications, as there was increased academic focus on privacy concerns in social
commerce platforms such as TikTok. This rising trend continued, with 105 studies in 2021, 130 studies in 2022,
and 160 studies in 2023. The high point in 2024, at 185 publications, testifies to the continuous momentum in
this area of research, reflecting the increasing significance of data privacy in determining customer behavior in
social commerce environments.
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Figure 1. Trend in Publication

Citation analysis outlined influential founding papers that have had an influence on the body of work
pertaining to privacy risk, algorithmic transparency, and consumer choice, where most such contributions were in
prominent journals from areas of digital marketing, information systems, and social media research. Figure 2
presents a keyword co-occurrence network, highlighting major research themes in the field. Central keywords
such as "AI," "machine learning," "trust," and "social commerce" are closely linked, indicating their significance in
the discourse. Peripheral clusters suggest emerging topics like "algorithm discrimination," "fear of missing out,"
and "green attitude."

Figure 2. Keyword Co-Occurrence Network

Pioneering researchers working in this field of research are mostly based in institutions within China, the
United States, and Europe, given the globalized demographics of TikTok's users and regulatory issues (Aljabari,
Althuwaini, Al Qudah, & Bouguerra, 2024). China has, in particular, generated considerable research on TikTok's
data practices, considering that the platform is owned by a Chinese firm, ByteDance, with concerns around data
management and cross-border information flows. Geographic trends in research activity also reflect a high
concentration of studies from nations with strict data protection laws, including those under the European
Union's General Data Protection Regulation (GDPR) and the United States' developing digital privacy legislation.
Co-citation network analysis showed that TikTok social commerce research is heavily interconnected with studies
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on algorithmic decision-making, user-generated content, and privacy-preserving technologies, which indicate an
interdisciplinary consideration of the economic and ethical consequences of the platform (Anggraeny et al., 2024).

Major Themes in Data Privacy Concerns and Consumer Behavior

The three most significant issues in data privacy literature of TikTok social commerce were established
through thematic analysis: surveillance, algorithmic bias, and data abuse. Data exploitation in the form of
unauthorised data scraping and disclosure to third parties without consumers' consent is the biggest consumer
worry, adding concern for monetizing their own individual data (Widodo, 2024). Most of the studies have
underscored TikTok's open data practices as well as its background of supervisory examination as a result of
alleged privacy offences (Tandy et al., 2023). Surveillance issues also lead to consumer mistrust, as TikTok's
algorithmic engagement features are based primarily on behavioral data monitoring, which poses ethical concerns
regarding digital profiling and predictive analytics. Algorithmic bias also emerged as a point of severe concern,
where individualized recommendations have the potential to augment discriminatory advertising behavior or
prejudiced content material availability, hence influencing client decision in ways that are, at times, not even
completely apparent to customers (Langer & König, 2023).

Some studies have also analyzed consumer reactions to privacy issues in TikTok social commerce. For
instance, Widodo (2024) established that brands that use clear privacy policies and transparency reports were
likely to have consumer trust. Tandy et al. (2023) emphasized that users often modify privacy settings and restrict
personal data sharing to reduce risks. Anggraeny et al. (2024) indicated that a few consumers disable TikTok's
personalized recommendation functions because of data tracking concerns. Sharma (2021) highlighted the
importance of privacy assurance seals in restoring consumer trust in online transactions. Song et al. (2021) noted
that users tend to switch to other platforms with more robust privacy protections. Finally, Zerilli, Bhatt, and
Weller (2022) discovered that regulatory controls, like CCPA/GDPR compliance, have a strong impact on user
participation and trust within TikTok trade.

Customer reactions to these privacy issues were grouped into three main behaviors: trust-building strategies,
privacy-protecting acts, and opt-out actions. Trust-building strategies include brand transparency efforts,
platform accountability initiatives, and customer education initiatives to interpret data harvesting practices
(Zerilli et al., 2022). Studies show that brands competing in the social commerce space of TikTok can preempt
privacy-fueled problems by clearly describing their data usage strategies and following known digital safety
practices (Duggan, 2022). Privacy-facilitating behaviors like using pseudonym accounts, restricting the sharing of
individual data, and leveraging privacy capabilities are common interventions used by customers trying to
navigate between interaction concerns and security hazards. On the contrary, opt-outs such as withdrawal of
privacy-intensive behaviors like customized recommendations or opt-outs of commerce altogether on TikTok are
the most potent consumer reactions to as-yet-unsolved privacy issues (Tan & Tai, 2024). Table 3 highlights the
most frequently used keywords in TikTok social commerce and data privacy research. "Data Privacy" and "Social
Commerce" are the most dominant, often co-occurring with terms like "Trust," "Algorithm Transparency," and
"Influencer Marketing."

Table 3. Top Keywords in Research on TikTok Social Commerce and Data Privacy
Rank Keyword Frequency Co-Occurrence with Other Keywords
1 Data Privacy 85 Trust, Algorithm, Security
2 Social Commerce 72 Consumer Engagement, Purchase Intention
3 Algorithm Transparency 60 Personalization, Privacy Concerns
4 Influencer Marketing 58 User Trust, Brand Loyalty
5 AI & Big Data 50 Personalized Ads, Behavioral Tracking

Meta-Analysis of Data Privacy Concerns and Consumer Trust

The meta-analysis synthesized outcomes from a series of quantitative studies that examined the impact of
privacy concerns regarding data on consumer trust in social commerce on TikTok. Effect size calculations
reflected a moderate to strong negative correlation between privacy concerns at a high level and consumer trust
(Hedges' g = -0.45, p < 0.01), suggesting that concerns regarding privacy seriously erode consumer trust in
purchasing on the site (Saktiawan et al., 2023). Moreover, it was discovered that trust has a robust mediating role
between privacy concerns and purchasing behavior, and studies indicate that truthful data policies and truthful
business practices act to counteract the negative consequences of privacy threats (Kwangsawad & Jattamart,
2022). Figure 3 is a forest plot with confidence intervals depicting effect sizes (Cohen's d) from various studies,
graphically summarizing the relationship between data privacy issues and consumer purchasing habits. The red
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dashed line is the weighted overall effect size, which is estimated with a random-effects model to account for study
heterogeneity. Blue markers signify individual studies, and error bars indicate their respective confidence
intervals, capturing the variability of effect sizes across research contexts. Larger markers signify studies with
larger sample sizes or more statistical weight in the meta-analysis, highlighting their contribution to overall effect
estimation.

Figure 3. Forest Plot for Meta-Analysis Results

Heterogeneity test (I2 = 67%) revealed moderate heterogeneity across studies due to differences in regulatory
environments and cultural beliefs about data privacy (Ibrahim & Abdullah, 2023). Where consumer protection
laws are stringent, e.g., the European Union, trust revival strategies such as privacy assurance seals and third-
party audits better maintained user behavior even in the presence of pervasive privacy concerns (Nugraha,
Hermina, Nurani, Sukma, & Nursjanti, 2021). In contrast, studies conducted in markets where data protection
structures were weaker demonstrated evidence of a deeper trust deficit as consumers were less likely to buy on
TikTok due to perceived risks. Sensitivity testing further confirmed the solidity of the results with consumer trust
proving to be a good moderator of the relationship between privacy issues and purchase intent. Table 4
summarizes the meta-analysis results on the impact of privacy concerns and related factors on consumer trust
and purchase behavior. Privacy concerns negatively affect both trust (-0.65) and purchase intention (-0.48), while
consumer trust strongly enhances purchase intention (0.72). Algorithmic transparency (0.58) and influencer
credibility (0.63) positively influence trust, whereas personalized advertising increases privacy concerns (0.50).

Table 4.Meta-Analysis Results—Effect Sizes of Privacy Concerns on Consumer Trust and Purchase Behavior
Variable Relationship Effect Size (Cohen’s d) Interpretation

Privacy Concerns→ Consumer
Trust

-0.65 Moderate to strong negative effect; higher privacy
concerns reduce consumer trust.

Privacy Concerns→ Purchase
Intention

-0.48 Moderate negative effect; concerns about data
privacy lower the likelihood of making a purchase.

Consumer Trust→ Purchase
Intention

0.72 Strong positive effect; higher trust significantly
increases purchase intention.

Algorithmic Transparency→
Consumer Trust

0.58 Moderate positive effect; transparent algorithms
enhance consumer trust in TikTok commerce.

Influencer Credibility→ Trust in
Platform

0.63
Moderate to strong positive effect; credible
influencers mitigate privacy concerns and improve
trust.

Personalized Advertising→
Privacy Concerns

0.50 Moderate positive effect; personalization increases
privacy concerns due to data tracking risks.
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DISCUSSION

This study provides a systematic understanding of the TikTok social commerce, data privacy concerns, and
consumer buying behavior literature. Through bibliometric analysis, it has been highlighted that there has been a
significant surge in research studies addressing TikTok and its relevance for social commerce, particularly after
2019 when TikTok further opened up its e-commerce features. The research identified China, the United States,
and Europe as leading players in this body of research, which is evidence of TikTok's global spread and the
regulatory interest that has been attracted by its data policies (Aljabari et al., 2024). Methodologically, research
has evolved from qualitative analyses of user engagement to empirical research with experimental designs, survey
research, and increasingly, meta-analytic approaches to synthesizing results across studies. The increasing
reliance on quantitative approaches suggests a shift toward a more data-driven orientation in addressing the
complexity of privacy concerns and consumer behavior in TikTok business (Tang & Ning, 2023).

One of the most prominent themes of this research was the extent to which concerns around data privacy play
a part in influencing consumer decision-making around TikTok social commerce. Three dominant privacy risks
were found to influence consumer choice, according to thematic analysis: data misuse, surveillance, and
algorithmic bias. Misuse of data, particularly unauthorized sharing of consumer information with third parties,
was universally said to be an issue of concern that brought declining trust to the commerce on TikTok (Nur et al.,
2023). Data surveillance issues were driven by deep data gathering behaviors of TikTok, which make it easier for
tracking behaviors and predictive modeling aimed at targeting adverts. Algorithmic bias, where a
recommendation algorithm over promotes some products or content and stifles others, was also another
challenge of fairness and transparency (Shin, Lim, Ahmad, & Ibahrine, 2024). The findings correspond to broader
research on digital ethics wherein authors suggested that it is algorithmic operations secrecy that yields cynicism
and low adoption levels for social commerce platforms (Zerilli et al., 2022).

Meta-analysis established a significant negative relationship between concerns for privacy and trust in
consumers, supporting the hypothesis that increased privacy risks discourage consumers from purchasing on
TikTok. Effect size analysis proved that trust acts as a mediator between concerns for privacy and purchase
intentions, such that when consumers view the platform as unreliable regarding data protection, their intention to
make transactions significantly declines (Sharma, 2021). But research also showed that some trust-building
mechanisms, like privacy assurance seals, transparent data policies, and ethical advertising, can counter the
negative impact of privacy issues. Other effective trust-building mechanisms include end-to-end data encryption,
multi-factor authentication, and consumer control over data-sharing preferences (Zerilli et al., 2022). Ethical
advertising practices, such as influencer disclosure guidelines, ad personalization opt-in features, and compliance
with data protection regulations like GDPR and CCPA, also enhance consumer trust (Sharma, 2021). Transparent
AI-driven recommendation systems that allow users to adjust privacy settings further mitigate concerns about
algorithmic bias and data misuse (Cagno et al., 2024). This implies that while data privacy is an essential concern,
it is possible to restore consumer confidence through proactive efforts by brands and platform regulators. In
addition, cross-cultural variation in privacy consciousness could be seen as consumers from regions with well-
developed regulation structures, e.g., the European Union, revealed a relatively stronger tolerance toward TikTok
trade once proper security measures were instituted (Agustian Anhar & Kurniawan, 2024). Compared to them,
consumers from countries with fewer controls on personal data protection proved less willing to present personal
information online.

Aside from privacy concerns, TikTok's algorithmic capabilities and communication platforms were found to
have a great impact on the purchasing decisions of consumers. The research concluded that TikTok's machine
learning-based personalized recommendation algorithm is one of the biggest drivers of product and brand
engagement among consumers (Anel et al., 2022). The platform's "For You" page makes the shopping experience
extremely personalized, where the customer is presented with products that are based on prior interaction, search
history, and engagement (Yoesoep, 2022). Though this aspect adds to consumer convenience, it also brings into
question the extent of algorithmic control over buying behaviors such that consumers can be directed toward
products without fully understanding the criteria under which what they view is chosen (Y. Wu, 2023). This
stimulates ethical questions relating to digital freedom and consumer education, pointing in the direction of
greater transparency into how recommendation works.

TikTok's social commerce interactive features, such as live streaming, short video advertising, and influencer
promotion, were singled out as significant drivers of customer engagement. Live streaming, more than any other,
was cited as a strong risk-reduction and trust-increasing strategy because real-time communication between
buyers and sellers enables spontaneous product demonstrations and immediate feedback on customer questions
(Rizqy Syailendra & Fasawwa Putri, 2023). Short promotional videos, which most commonly utilized viral
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marketing strategies and user-generated material, have been proven to significantly heighten product awareness
and social validation, hence pushing consumer purchasing intent (M. Wu et al., 2024). Influencer marketing is
also one of the most powerful facets of TikTok commerce, and endorsements from valued content creators
significantly influence consumer impressions of product validity. Yet, transparency in influencer marketing
remains a concern, with some research pointing to instances where covert sponsorships or deceptive advertising
methods have resulted in consumer skepticism (Muharam, Chaniago, Endraria, & Harun, 2021). This highlights
the need for regulatory policies that enforce stricter guidelines on influencer disclosures and ethical marketing.

Theoretically, the results add to the literature by combining several frameworks that describe consumer
behavior in social commerce settings. The Privacy Calculus Theory (PCT) offers a helpful framework for
understanding how consumers balance the advantages of participating in TikTok commerce with the
disadvantages of privacy exposure (Tang & Ning, 2023). PCT states that the users make reasonable choices on a
cost-benefit basis, and thus, when perceived benefits (e.g., convenience, entertainment, tailored shopping) are
greater than perceived risks (e.g., misuse of data, monitoring), they will tend to conduct transactions (Thesia &
Aruan, 2023). This is why, even with concerns over privacy, most users continue to engage in TikTok social
commerce, especially when platforms embrace trust-building functions.

The Social Commerce Engagement Theory (SCET) further confirms these conclusions by highlighting the
significance of community-oriented and interactive engagement in customer decision-making. In contrast to
static product offerings and search-centric navigation of e-commerce, social commerce platforms such as TikTok
use social interaction, peer opinions, and virality of content to influence sales (Wang & Feng, 2022). This is
supported by the principle that customers prefer to believe those products promoted by their social connections or
favorite endorsers, justifying the use of word-of-mouth marketing within e-commerce (Li, Chen, Zhong, Gong, &
Han, 2022). The results further apply Social Exchange Theory (SET) to say that consumer purchase decisions are
underpinned by perceived reciprocity and value transfer. On TikTok, customers tend to interact with brands in a
collaborative way, whether by commenting, sharing stories, or co-creating content, further solidifying their bond
with the platform's commerce system (Thomas & Gupta, 2021).

In addition, the Technology Acceptance Model (TAM) and Information Processing Theory (IPT) provide
further explanations of how consumers engage with TikTok's social commerce space. TAM indicates that
perceived ease of use and usefulness are important determinants of consumer adoption of new technologies
(Muflih & Ratna, 2022). For TikTok commerce, the ease with which features of shopping are integrated into an
entertainment-focused setting increases ease of use and fosters engagement (Nur et al., 2023). But privacy issues
play a moderating role since evidence indicates that if perceived risks outweigh perceived ease of use, consumers
are less inclined to make transactions (Jaloliddin, 2023). IPT supports this knowledge by emphasizing how
shoppers process information within TikTok's rapid, visually rich environment. Since decision-making on the site
tends to be done in short time periods, message framing, source credibility, and emotional appeal are important
to influence purchasing habits (Uuskoski, Kärkkäinen, & Menon, 2020).

In general, the conversation highlights the intricate relationship among data privacy issues, algorithmic
interaction, and consumer trust on TikTok social commerce. While TikTok's recommendation algorithm and
interactive elements deliver a very interactive shopping experience, ongoing privacy issues are a hurdle to
complete consumer trust. Solving these problems will involve a multi-stakeholder strategy, with platform
developers, regulators, and brands collectively instituting ethical data governance norms and greater transparency
in algorithmic decision-making. Future studies should continue investigating trends on the rise in digital
consumer behavior, especially as emerging regulatory regimes and developing technologies transform the social
commerce environment.

CONCLUSION

This study conducts a comprehensive bibliometric and meta-analytic review of trends in data privacy
concerns and consumer purchase decision-making on TikTok social commerce, capturing significant themes,
theoretical foundations, and applied outcomes. Findings indicate that privacy concerns, including data
monitoring, algorithmic disclosure, and safety of individual data, play a critical role in influencing consumer trust
and engagement, ultimately affecting purchase behavior. Trust becomes a significant intermediary in such a
relationship, justifying the role of open data policies and ethical marketing. TikTok's algorithm-driven
engagement features, such as influencer marketing, live-shopping, and personalized recommendations, are both
useful for enhancing consumer experience and raising privacy issues. This study highlights the role that
legislation like GDPR and CCPA plays in shaping data stewardship on social commerce sites and applications and
offering insights to policymakers, business executives, and platform technologists on designing a more privacy-
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conscientious digital world. While research provides useful foundations, defects like publication bias,
geographical boundaries, and the emerging nature of AI-powered personalization necessitate closer examination
by means of qualitative, multi-region, and longitudinal studies. Future solutions will need to be interdisciplinary
in nature and integrate behavioral, technological, and regulatory understanding in order to foster sustainable,
consumer-centric social commerce spaces that balance engagement with protection of data.

IMPLICATIONS

The findings of this study have significant implications for regulators and platform developers, particularly
with respect to data transparency and user control over privacy settings. In light of growing consumer anxiety
regarding data privacy, TikTok has an obligation to facilitate the creation of more transparent and
comprehensible privacy policies that allow users to understand how their data is collected, stored, and utilized.
One such effective method is enforcing opt-in privacy controls that give users greater control over the type of
information they are comfortable sharing, rather than generalized data practices. Algorithmic transparency must
also be kept in mind because studies have shown that if users know how TikTok's recommendation algorithm
works, they would feel safer on the app. This can be achieved through developers having explainable AI models
that offer explanations on why specific content or ads are being displayed. Additionally, regulatory laws like the
General Data Protection Regulation (GDPR) and the California Consumer Privacy Act (CCPA) have established
global data protection standards that have shaped how social commerce platforms like TikTok manage user data.
Adherence to such regulations not only minimizes legal requirements but also upholds consumer trust by
ensuring the provision of making activities of data collection compatible with set standards of privacy. Regulators
would also be prudent to make obligatory regular audits of the data processing system of TikTok to identify and
eliminate potential vulnerabilities of its privacy policy. In addition, having established standardized standards for
third-party marketers' data-sharing activities can discourage potential misuse of consumers' information,
maintaining the ethical responsibility of online platforms for user trust.

To marketers and businesses, the findings underscore that consumer engagement tactics and consumer trust
must be balanced in the realm of TikTok social commerce. Because privacy is a shopping barrier, brands will need
to establish ethical marketing practices that respect consumers' expectations of data privacy. Transparency in
influencer marketing is especially essential as research has shown hidden endorsements or misleading
promotional content as part of the causative factors towards dwindling consumer trust. It can be addressed by
adopting transparent disclosure practices that compel influencers to openly declare brand associations, making
promotional posts authentic and credible. Another effective approach is privacy assurance signaling, including
trust seals, end-to-end transactional encryption, and transparent data usage descriptions in online transactions.
Consumer consent must also be taken into account when developing targeted advertisement strategies, employing
preference-based targeting instead of intrusive tracking methods. Marketing must also account for informing
consumers regarding the best practices on data privacy to reinforce the idea that commerce on TikTok can be safe
and enjoyable if consumers understand their digital rights. If ethical use of data is combined with marketing
efforts, businesses can achieve full potential in long-term consumer loyalty and create a more sustainable digital
commerce ecosystem. These findings make it imperative to have a cooperative effort from the platform developers,
regulators, business organizations, and influencers to have a safe and privacy-aware atmosphere for social
commerce on TikTok.

LIMITATIONS AND FUTURE DIRECTIONS

Despite the valuable information uncovered by this bibliometric and meta-analytic research, several
limitations must be acknowledged that also open up avenues for future research. One of these inherent limitations
lies in published literature, which has potential publication bias in that research producing significant results is
more likely to be published compared to research with null or incongruent results. In addition, the bibliometric
approach focuses on citation analysis and research trends, which, helpful as such is, might be short of complete
investigation of consumer behavior and evolving issues around privacy in real-time terms. Subsequent research
may complement bibliometric analysis with qualitative work, for instance, in-depth interviews or ethnographic
research, to examine the nuances of TikTok users' perceptions related to privacy concerns and trust. Another
limitation is geographical bias in research contributions, where there is a predominance of studies from Western
and East Asian settings, perhaps overlooking regional differences in privacy attitudes and consumer behavior in
emerging economies like South Asia, Africa, and Latin America. Broadening research to these regions would
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provide a more complete picture of worldwide consumer responses to TikTok's data policies. Moreover, the
present study considered mostly the effect of privacy concerns on consumer trust and purchasing behavior, but
further studies must examine other psychological and behavioral factors such as digital literacy, privacy fatigue,
and attitudes towards algorithmic fairness. Based on the rapid progress of artificial intelligence (AI) and machine
learning in social commerce, future research should also explore how AI-powered personalization impacts privacy
trade-offs and long-term consumer engagement. In addition, although this research tested the effects of privacy
issues on purchasing behavior, future studies need to take a longitudinal approach to investigate how consumers'
trust in TikTok commerce changes with platform policy shifts and regulatory actions. Finally, cross-disciplinary
studies that integrate findings from information systems, behavioral psychology, marketing, and legal studies can
offer a better picture of balancing consumer engagement with data protection in social commerce environments.
Closing these gaps will enhance privacy dynamics of TikTok commerce understanding and deliver more
actionable recommendations to platforms, policymakers, and companies operating in the fast-evolving digital
environment.
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